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1. INTRODUCTION 
This User Guide is designed to provide documentation for anyone who needs to install and set-up 
Authentic8 add-on in Splunk. This guide provides you with all the details needed to successfully 
setup the Splunk Addon on a local Splunk Enterprise 8.x instance and will also provide a quick 
overview of the Splunk addon. 

2. PRE-REQUISITES  
2.1 Prior to the install and setup of Splunk Addon of Authenticate8 you will need to have access 

to an instance Splunk Enterprise 8.x or above as an administrator. Please follow the 

instructions as provided by Splunk for the installation of Splunk Enterprise 8.x or above. 

2.2 To be able to view the CIM visualizations, the CIM package needs to be installed from the 
following link: https://splunkbase.splunk.com/app/1621/#/overview . 

2.3 In order to successfully access Splunk for installing the addon, you must have the 
administrator credentials of the Splunk Enterprise 8.x local instance. Below is a typical 
screenshot of the Splunk Enterprise login page. 

 

2.4 There are few libraries should be installed in the linux environment where the Splunk 
instance has been deployed and below are the commands to install them using the root 
user.  

• sudo apt-get install libgmp-dev 
• sudo apt-get install libmpfr-dev 
• sudo apt-get install libmpc-dev  



 
 

 
 

3. INSTALL AUTHENTIC8 ADDON 
3.1 Login with your administrator credentials into the Splunk enterprise and you will be 

navigated to the dashboard page as shown below.  

 
 

3.2 On the dashboard screen on the left top corner click on the settings icon and you will be 
navigated to the Manage Apps screen. On the page you will notice a few Splunk apps 
already installed by default as shown in the figure below. 

 

 

 

 

 

 



 
 

 
 

3.3 Click on the Browse more apps button on the top right corner of the dashboard screen to 
navigate to the Splunk Marketplace, where we will search for the authentic8 addon from 
the search bar of the top left of the screen as shown in the figure below. Once you can see 
the Authentic8 addon you can install the addon to add it to your Splunk instance. 

 
3.4 After the install you will be taken back to the dashboard screen with the list of apps and 

you should now be able to see Authentic8 listed as one of the apps on the Splunk instance 
as depicted in the figure below. 

        



 
 

 
 

4. CONFIGURE AUTHENTIC8 ADDON 
4.1 Verify Authentic8 Addon installed: 

Login into the Splunk instance and you should be able to see Authentic 8 addon listed as 
apps on your left pane as shown in the figure below. 

 

4.2 Configure inputs for the Authentic8 addon: 

4.2.1 When you click on the addon you will be navigated to the configurations screen as 
shown below. Here you can configure the Authentic8 addon  

 

 

 

 

 



 
 

 
 

4.2.2 The first step in configuring the addon is to Create New Input, by clicking on the button 
in the top right corner. This will open the configuration screen for the user to Add a new 
configuration for the addon.  

The configuration screen consists of the following fields: 

Field Name Description 

Name  The user needs to provide a name for the input. (Any name can be 
entered here) 

Interval User need to provide the interval after which the data will be pulled to 
Splunk. (For example, if 100 is given, after every 100 seconds, data 
will be pulled in Splunk.) 

Index Splunk has an index feature. The log types which will be retrieved in 
Splunk saves against an index. The index is set to default. 

Authentic8 
API URL 

User need to provide the API URL which fetches the log types from 
Silo Browser. The default string is ‘https://extapi.authentic8.com/api/’. 
It is preferred to use https URL only. 

API Key User need to provide the API Key provided by Authentic8 to authorise 
the user for retrieving log data via the API. 

Organization 
Name 

User need to provide their organization name as set in the Silo system 
from which the log types are to be retrieved. 

Log type User need to provide the log type which needs to be retrieved from Silo 
system (Individual log types, multiple log types separated by comma 
can be provided and ‘ALL’ value is to fetch all the log types) 

Supported Log types values: URL, EXPLOIT, DOWNLOAD, 
UPLOAD, POSTDATA, ENC, COOKIES, ADMIN_AUDIT, 
BLOCKED_URL, TRANSLATION, A8SS, AUTH, PRINT, 
LOCATION_CHANGE, HARVEST and ALL 



 
 

 
 

 

 

4.2.3 Once the input is created it is enabled by default. Only for the first time the input is 
created, it will retrieve log types for the last 90 days per the earlier configurations. We 
can create multiple inputs for the same addon and the other inputs will retrieve data 
based on the sequence id already retrieved by the addon.. Each of the inputs have a few 
operations that can be performed. 

• User can click on “Edit” to edit the input. 

• User can click on “Delete” to delete the input. 

• User can click on “Disable” to disable the input. This will restrict the log types to be 
added to Splunk. 

• User can click on “Clone” to create a duplicate input. 

 
  



 
 

 
 

4.3 Configuring settings 

4.3.1 User needs to navigate to Configuration tab to provide additional configuration on Proxy 
settings if proxy is being used.  

 

4.3.2 User needs to changing the logging level to enable a higher level of logging as required 
in the Splunk instance. 

 

4.3.3 The Account tab and the Addon configuration tab are blank as there is no other 
configuration required.  

 
4.4 Configuring Encryption keys for Encrypted log type 

4.4.1 When the user navigates to the ‘Authentic8 configuration’ tab, the user will be presented 
with an option to add multiple key name and private key the addon can use for 
decryption of encrypted log types depending on the configuration in the Silo system. 

Field /button name Description 

Key Name User need to enter the Key Name (same as entered in Silo 
Browser). 

Private Key User need to enter the Private Key (same as entered in Silo 
Browser). 

Add button Enables addition of the Key Name and Private Key for an 
Organization for the addon to decrypt encrypted log types. 

Edit button User can edit the already created key name / private key entry 
to rectify any errors while entering the values  



 
 

 
 

Delete button User can delete an already existing key name/ private key 
combination in the configuration as it might have expired. 

 

If the organization in the silo system is encrypted and the key name /private key 
combination is not provided the addon will not be able to decrypt the data received from 
the Silo system. 

 

4.5 Verifying on the search tab 

4.5.1 Navigate to the search tab and user should be able to see log type events being retrieved 
from the Silo System. This confirms that the configuration and addon is setup and 
working. 

 

 

  



 
 

 
 

5. ANALYSE LOGTYPES IN SPLUNK 
5.1 We can check the log types by adding “source=”authentic8” in the search box. We can see 

the data of all time and different time frames by selecting the pop-up as shown in the figure 
below.  

 

5.2 We can also search a log type by adding to the search tab type= “URL” as shown in the 
figure below. 

 

  



 
 

 
 

5.3 The Authentic8 addon has mapped some of the fields of the log types to the Splunk 
Common information model (CIM) in order to provide for visualizations on the log data.      

 


